
Spear Phishing:
Top Threats and Trends

Best Practices to Defeating Evolving Attacks

Spear phishing is a threat 
that’s constantly evolving as 
cybercriminals find new ways 
to avoid detection. This report 
takes an in-depth look at the 
three most prevalent types of 
attacks: brand impersonation, 
business email compromise, 
and blackmail.»
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Spear Phishing
Protect your business from sophisticated, 
targeted and costly attacks.

Spear phishing, a highly-personalized form of 

email attack, is increasing in popularity with 

cybercriminals. Attackers research their targets 

and craft carefully-designed messages, often 

impersonating a trusted colleague, website 

or business. Spear-phishing emails typically 

try to steal sensitive information, such as login 

credentials or financial information, which is 

then used to commit fraud, identity theft and 

other crimes.

Designed to evade traditional email security, 

including gateways and spam filters, spear-

phishing attacks are often sent from high-

reputation domains or already-compromised 

email accounts. Spear-phishing emails do not 

always include malicious links or attachments. 

Since most traditional email-security techniques 

rely on blacklists and reputation analysis, 

these attacks get through. Attacks typically use 

spoofing techniques and include “zero-day” 

links, URLs hosted on domains that haven’t 

been used in previous attacks or that have been 

inserted into hijacked legitimate websites; they 

are unlikely to be blocked by URL-protection 

technologies. Cybercriminals also take 

advantage of social-engineering tactics in their 

attacks, including urgency, brevity and pressure, 

to increase the likelihood of success. 

Attackers research 
their targets and 
craft carefully-
designed 
messages…»
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Social-Engineering Tactics 
Continue To Evolve

Barracuda researchers evaluated 
more than 360,000 spear-
phishing emails in a three-month 
period, identifying and analyzing 
three major types of attacks:

 
 
Brand impersonation

These types of spear-phishing attacks, designed to impersonate 
well-known companies and commonly-used business 
applications, are by far the most popular because they are well 
designed as an entry point to harvest credentials and carry out 
account takeover. Brand impersonation attacks are also used 
to steal personally-identifiable information, such as credit card 
and Social Security numbers. Microsoft and Apple are the most-
impersonated brands in spear-phishing attacks.

Business email compromise

Also known as CEO fraud, whaling and wire-transfer fraud, 
business email compromise makes up only a small percentage of 
spear-phishing attacks, but has caused more than $12.5 billion in 
losses since 2013, according to the FBI. Scammers impersonate 
an executive, partner or another trusted person in an email, 
requesting a wire transfer or personally-identifiable information 
from finance department employees or others with access to 
sensitive information. Gmail accounts are used to launch 30% of 
business email compromise attacks.

Blackmail

In most blackmail scams, which includes sextortion attacks, 
cybercriminals claim to have a compromising video, images or 
other content allegedly recorded on the victim’s computer, and 
threaten to share it with all their email contacts, unless they pay 
up. With about 1 in 10 spear-phishing emails being a sextortion 
attack, employees are twice as likely to be the target of blackmail 
than business email compromise.
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Cybercriminals Carefully Time Attacks

While malicious emails can arrive any day of the week, spear-
phishing attacks peak between Tuesday and Thursday, with 1 in 5 
emails being sent on Tuesday. Given the fact that businesses are 
the typical targets, it’s not surprising that weekend days make up 
the lowest percentage of attacks. Scammers send the majority of 
emails on business days to make the attacks more convincing.

Spear phishing attacks peak mid-week

Spear-Phishing Attacks Spike Around Holidays

Seasonality dramatically impacts the number of spear-phishing 
attacks. Cybercriminals try to exploit security weaknesses 
and other potential vulnerabilities around holidays and other 
events, such as tax season. The week before Christmas, the 
number of spear phishing attacks spiked to more than 150% 
above average. The number of attacks dropped significantly 
in the weeks after the holiday.

Cybercriminals know the end of the year is flooded with a 
lot of activity, including email communications, and try to 
take advantage by launching attacks at distracted and busy 
employees. IT and security staff resources are typically stretched 
at the holidays, as many people take vacation time, and they 
may not be as vigilant or have as much time to monitor potential 
phishing attacks. Cybercriminals try to exploit this temporary 
weakness in security. Scammers deliberately target seasonal 

workers, contractors and other temporary employees, who can 
be less familiar with company business practices and security 
policies and more likely to fall victim to an attack.

Staying Ahead Of Attacks

This report takes an in-depth look at brand impersonation, 
business email compromise and blackmail, including providing 
detailed information about how the most popular spear-phishing 
scams work, the reasons traditional email security can’t stop the 
attacks and the latest targets and techniques being focused 
on by cybercriminals. Best practices and prevention measures 
that every business should consider to protect against these 
sophisticated, targeted and costly attacks are also recommended, 
including a combination of purpose-built-technology and user-
security training.
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Key Findings

•	 83% of spear-phishing attacks involve brand 

impersonation.

•	 Sophisticated spear-phishing attacks are used 

to steal account credentials.

•	 Nearly 1 in 5 attacks involve impersonation of a 

financial institution.

Brand Impersonation
Top brands at high risk for attacks.

Nearly 1 in 5 
attacks involve 
impersonation 
of a financial 
institution. »
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How Brand-Impersonation Attacks Work

In most brand-impersonation attacks, scammers use email to 
impersonate a trusted entity, such as a well-known company 
or a commonly-used business application. Typically, attackers 
try to get recipients to give up account credentials or click 
on malicious links. Attackers often use domain-spoofing 
techniques or lookalike domains to make their impersonation 
attempts convincing.

Using carefully-designed templates that impersonate top brands, 
cybercriminals send an email claiming your account has been 
frozen and giving you a link to reset your password. Sometimes, 
these emails ask you to review your account or a document. 
If you click on the link provided, you’ll arrive at a phishing 
website; it looks legitimate, but it’s designed to harvest your login 
credentials. If you enter your username and password on the fake 
site, the crooks then gain access to your real account, and they 
can steal confidential data, conduct financial fraud and launch 
more targeted attacks within your organization.

Why Traditional Email Security Can’t Stop Attacks

•	 Brand-impersonation attacks often bypass traditional email 
security because they originate from high-reputation senders. 
Since most traditional email-security techniques rely on 
blacklists and reputation analysis, these attacks get through.

•	 Brand-impersonation attacks often include “zero-day” links. 
These URLs are typically hosted on domains that weren’t used 
in previous malicious attacks or that have been inserted into 
hijacked legitimate websites; they are unlikely to be blocked by 
URL-protection technologies.

•	 Attackers use compromised accounts to launch some of these 
attacks. With the fraudulent email coming from a legitimate 
account, it’s likely to be considered safe by gateways. 

•	 Employees often fall victim to these types of spear-phishing 
attacks because the email appears to come from a colleague 
or trusted business application they work with every day. 
Whether through spoofing or the use of a compromised 
account, they are difficult to detect as fraud.

From: Microsoft Outlook <ajohnson@school.k12.ga.us>

Mar 27, 2018

Scaned Dcoument Notification

Reply to:
Date:

Subject:

Some one uploaded a pdf file on our secure server for your view only.

View Message

You have a secured message

This message is from a trusted sender

OneDrive

This message is from a trusted sender

Email
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The Latest Targets and Techniques

•	 Impersonating Microsoft is one of the more common techniques 
used by cybercriminals trying to take over accounts.

•	 Scams that impersonate Apple vary. In some attacks, 
cybercriminals send an email about a recent alleged iTunes 
purchase, asking for credit card details to cancel the order 
and provide a refund. The stolen information is used to commit 
financial fraud.

•	 Financial institutions are impersonated in nearly 1 in 5 attacks. 
Cybercriminals try to steal bank account login details. Finance 
department employees are heavily targeted, as they are most 
likely to deal with banks and other financial institutions.
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Key Findings

•	 Sextortion scams, a form of blackmail, are increasing in frequency, 

becoming more sophisticated and bypassing email gateways.

•	 1 in 10 spear-phishing emails are sextortion attacks.

•	 The majority of subject lines on sextortion emails contain some 

form of security alert.

•	 Attackers often include the victim’s email address or password in 

the subject line.

Blackmail
Sextortion scams twice as likely as 
business email compromise attacks.

1 in 10 spear-phishing 
emails are sextortion attacks.»
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How Sextortion Scams Work

In most sextortion scams, attackers leverage usernames and 
passwords stolen in data breaches, to send threatening emails 
and trick victims into giving them money. Often, attackers spoof 
their victim’s email address, pretending to have access to it, to 
make the attack even more convincing. 

The scammers claim to have a compromising video, images or 
other content allegedly recorded on the victim’s computer, and 
threaten to share it with all their email contacts unless they pay 
up. Typically, the ransom is a few hundred dollars; cybercriminals 
prefer Bitcoin payments because they can’t be traced.

Why Traditional Email Security Can’t Stop Attacks

•	 Scammers continue to evolve their email-fraud techniques, 
including using social-engineering tactics in sextortion attacks.

•	 Sextortion emails don’t usually contain malicious links or 
attachments found by traditional gateways. 

•	 Attackers have started to vary and personalize the content of 
the emails, making it difficult for spam filters to stop them. 

•	 Sextortion emails that end up in inboxes typically do so 
because they originate from high-reputation senders and IPs; 
cybercriminals use already-compromised Office 365 or Gmail 
accounts.  

•	 Sextortion scams are under reported due to the intentionally-
embarrassing and sensitive nature of the threats. IT teams are 
often unaware of these attacks; employees don’t report the 
emails, regardless of whether they pay the ransom.

From: Jane Johnson <jane.johnson@conp.com> 
To: Michael Blake <michael.blake@corp.com> 
Subject: Request 

Hey Michael, 

Are you in the office? I need to process a bank transfer for me. 
Give me a quick reply when you can get it done.

Regards, 
Jane Johnson 
CEO, Corp Corporation 
Cell: 408-292-2020 

Email

From: Microsoft Outlook <ajohnson@school.k12.ga.us>

Mar 27, 2018

Scaned Dcoument Notification

Reply to:
Date:

Subject:

Some one uploaded a pdf file on our secure server for your view only.

View Message

You have a secured message

This message is from a trusted sender

OneDrive

This message is from a trusted sender

Email

password is your passphrase. Lets get right to point. You do not know me and you are most 
likely wondering why you’re getting this email? Nobody has compensated me to check you.

In fact, I placed a malware on the xxx streaming (sexually graphic) site and you know what, you 
visited this site to experience fun (you know what I mean). When you were watching videos, your 
internet browser initiated functioning as a Remote control Desktop having a key logger which 
provided me with accessibility to your display screen and also webcam. Just after that, my 
software program obtained every one of your contacts from your Messenger, social networks, 
and emailaccount. After that I made a video. 1st part displays the video you were watching (you 
have a nice taste lmao), and 2nd part displays the view of your webcam, and it is u.

There are two different solutions. We should check out each of these possibilities in particulars:

First alternative is to dismiss this email. In this scenario, I most certainly will send your actual 
recorded material to every bit of your personal contacts and thus just iagine about the 
humiliation you feel. In addition should you be in a romantic relationship, how this will affect?

Other choice would be to pay me $5000. I will name it as a donation. In this case, I most 
certainly will discard your video footage. You could continue your daily ro utine like this never 
occured and you will not ever hear back again from me.

You will make the payment via Bitcoin (if you don’t know this, search for “how to buy bitcoin” in 
Google).

BTC Address: 1AQPmKJbKtKbA0Kt4Dh2LyRJPyc8gADuPq
[Case-sensitive so copy and past it[

If you have been looking at going to the cops, anyway, this e mail can not be traced back to me. 
I have taken care of my steps. I am also not attempting to ask you for money very much. I wish 
to be paid.

You now have one day to make the payment. I have a unique pixel within this mail, and now I 
know that you have read this mail. If I don’t get the BitCoins, I will definitely send your video 
recording to all of your contacts including relatives, coworkers, and so on. Having said that, if I 
do get paid, I will destroy the video right away. If you need proof, reply with Yea! * I will send out 
your video to your 12 friends. This is the non:negotiable offer thus do not waste my time and 
yours by replying to this email.

Email

Date:
From:
Reply-to:
To:
Subject: password

Charset iso-8859-1 *
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More than 60% of the sextortion emails analyzed 
contained 30 common subject lines.

•	 Attackers often include the victim’s email address or password 
in the subject line to get them to open and read the email. 

•	 In addition to security alerts and requests to change 
passwords, other frequently-used subject lines include 
references to a customer service ticket number or 
incident report. 

•	 Occasionally, attackers are more straightforward, using 
threatening subject lines.

Examples of Sextortion Subject Lines

•	 Name@emailaddress.com was under attack change 
your access data.

•	 Your account has been hacked you need to unlock.

•	 Your account is being used by another person.

•	 Change your password [password] immediately your 
account has been hacked.

•	 Cybercriminals know your password [password] 
password must be changed now.

•	 You are my victim.

•	 Better listen to me.

•	 This is my last warning name@emailaddress.com.

12% - Other34% - C
hange Password

54% - Security Alert

Top Subject Lines
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Key Findings

Business Email 
Compromise
Cybercriminals use urgency and brevity 
to steal billions every year.

•	 Business email compromise attacks make up only 6% 

of spear-phishing attacks but have caused more than 

$12.5 billion in losses since 2013, according to the FBI.

•	 Just 10 popular email domains are used to launch 62% 

of attacks.

•	 Subject lines on the majority of attack emails try to 

establish rapport or a sense of urgency; many imply the 

topic has been previously discussed.

•	 Cybercriminals adjust their email techniques to more 

effectively target users in different industries.

•	 Finance department employees are heavily targeted due 

to their access to banking and personal information.

…more than 
$12.5 billion 
in losses 
since 2013…»
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How Business Email Compromise Attacks Work

In most business email compromise attacks (also called CEO 
fraud, whaling and wire-transfer fraud), scammers impersonate 
an employee within the organization. Attackers use spoofing, 
social-engineering tactics and compromised accounts to trick 
employees into disclosing sensitive financial and personal 
information. Often, these highly-personalized email attacks do not 
contain malicious links or attachments, making them very difficult 
to detect with traditional email security. 

Cybercriminals spend time researching an organization and 
its employees before launching an attack. They impersonate 
an executive or other employee in an email, requesting a wire 
transfer or personally-identifiable information from finance 
department employees and others with access to sensitive 
information. Once the money has been transferred to a fraudulent 
account, it’s usually impossible to get it back.

Why Traditional Email Security Can’t Stop Attacks

•	 Attacks are carefully designed and aren’t sent as mass 
campaigns, so they aren’t blocked as spam. 

•	 The email services that are being used to launch attacks are 
assigned high-reputation scores, which helps cybercriminals 
get the emails through security gateways. 

•	 Business email compromise attacks do not contain malicious 
links or attachments, making them very difficult to detect and 
block with traditional email security.

•	 Attacks may originate from compromised email accounts, 
making them even more difficult to detect.

•	 Domain spoofing and display-name spoofing are used to make 
the impersonations convincing.

•	 Cybercriminals also use social-engineering tactics, including 
brevity, urgency, personalization and pressure, to increase the 
likelihood of success.

From: Jane Johnson <jane.johnson@conp.com> 
To: Michael Blake <michael.blake@corp.com> 
Subject: Request 

Hey Michael, 

Are you in the office? I need to process a bank transfer for me. 
Give me a quick reply when you can get it done.

Regards, 
Jane Johnson 
CEO, Corp Corporation 
Cell: 408-292-2020 

Email
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The Latest Targets and Techniques

More than 1,000 unique email domains are used to launch business email 
compromise attacks, but just 10 top domains are used in 62% of all attacks.

•	 It shouldn’t be surprising that nearly one in three attacks originate from a 
Gmail account, as Google’s email service is very popular.

•	 Cybercriminals use name-spoofing techniques, changing the display 
name on Gmail and other email accounts to make the email appear to 
come from a company employee. This tactic can be especially deceiving 
to those reading the email on a mobile device.

Nearly 60% of the attack emails analyzed 
contained 50 common subject lines. 

•	 Subject lines on more than 70% of attack emails try to 
establish rapport or a sense of urgency; many imply the topic 
has been previously discussed.

•	 Subject lines about financial matters are also popular, as finance department 
employees are heavily targeted due to their access to banking information.

•	 Scammers customize popular email subject lines when targeting specific industries. 
For example, “Are you at your desk?” is changed to “Are you on campus?” when 
education-sector users are targeted.

1% - earthlink.net

1% - inbox.lt
1% - cox.net
1% - mailbox.org

3% - lycos.com

4% - my.com
4% - inbox.lv

7% - rr.com
11% - aol.com

30% - gmail.com

36% - Request
14% - Follow up

12% - Urgent/Important

10% - Are you available?/Are you at your desk?
5% - Payment Status

4% - Hello
4% - Other

3% - Purchase 
3% - Invoice Due

3% - Re:

3% - Direct Deposit
2% - Expenses

2% - Payroll

Top domains used to launch BEC attacks

Top subject lines in BEC attacks
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Preventing spear-phishing attacks 
requires the right combination of 
technology and user-security training. 
Here’s a variety of best practices every 
business should consider to protect 
against these sophisticated, targeted 
and costly attacks.

Best Practices
Top email-defense strategies to 
protect against spear phishing

»
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Take advantage of artificial intelligence

Scammers are adapting email tactics to bypass gateways and 
spam filters, so it’s critical to have a solution in place that detects 
and protects against spear-phishing attacks, including business 
email compromise, brand impersonation and sextortion. Deploy 
purpose-built technology that doesn’t solely rely on looking for 
malicious links or attachments. Using machine learning to analyze 
normal communication patterns within your organization allows 
the solution to spot anomalies that may indicate an attack.

Don’t rely solely on traditional security

Protect against attacks that use “zero-day” links. Don’t rely on 
traditional email security that uses blacklists for spear-phishing 
and brand-impersonation detection. A reputation analysis of 
URLs doesn’t provide protection against some attacks because 
“zero-day” links are often hosted on domains that weren’t used 
in previous malicious attacks or that have been inserted into 
legitimate websites.

Deploy account-takeover protection

Many spear-phishing attacks originate from compromised 
accounts; be sure scammers aren’t using your organization as 
a base camp to launch these attacks. Deploy technology that 
uses artificial intelligence to recognize when accounts have been 
compromised and that remediates in real time by alerting users 
and removing malicious emails sent from compromised accounts.

Implement DMARC authentication and reporting

Domain spoofing is one of the most common techniques used in 
impersonation attacks. DMARC authentication and enforcement 
can help stop domain spoofing and brand hijacking, while 
DMARC reporting and analysis helps organizations accurately 
set enforcement.

Use multi-factor authentication

Multi-factor authentication, also called MFA, two-factor 
authentication and two-step verification, provides an additional 
layer of security above and beyond username and password, 
such as an authentication code, thumb print or retinal scan.

Train staffers to recognize and report attacks

Educate users about spear-phishing attacks by making it a part 
of security-awareness training. Ensure staffers can recognize 
these attacks, understand their fraudulent nature and know 
how to report them. Use phishing simulation for emails, 
voicemail and SMS to train users to identify cyberattacks, test 
the effectiveness of your training and evaluate the users most 
vulnerable to attacks. Help employees avoid making costly 
mistakes by creating guidelines that put procedures in place to 
confirm requests that come in by email, including making wire 
transfers and buying gift cards.

Conduct proactive investigations

Given the highly-personalized nature of spear-phishing emails, 
employees may not always recognize malicious intent or report 
it to IT. Conduct regular searches to detect emails with content 
known to be popular with cybercriminals, including subject lines 
related to password changes and security alerts. Many spear-
phishing emails originate from outside North America or Western 
Europe. Evaluate where your delivered mail is coming from, 
review any of suspicious origin, and remediate.

Maximize data-loss prevention

Use the right combination of technologies and business 
policies to ensure emails with confidential, personally-
identifiable and other sensitive information are blocked and 
never leave the company.
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